In this article we focus on a special case of user-centric networks, spontaneous smartphonesbased networks, SSNs, where the role of the end-user devices is played by smartphones that are "evolutionary" and more active in supporting communication services. SSNs present key features like spontaneity in the creation of the network and redefinition of the devices' role in order to make them continuously adaptive to both network and user requirements. This work is devoted to identifying the potential advantages of SSNs by also providing a clear definition of the challenges and issues that need to be faced in order to make this emerging paradigm effective and practically deployable.
INTRODUCTION
Nowadays, the spontaneous smartphone network (SSN) is emerging as a potential new communication paradigm, characterized by the fact that the access network has a strong self-organizing nature and is primarily made up of user-owned devices. These latter can also act as routers by actively cooperating to forward data on multihop paths. SSNs can be considered a special case of user-centric networks (UCNs) made up only of users' devices.
This new approach to network deployment undoubtedly offers great advantages in terms of:
• Lower costs required to set up network access • Reduced or no maintenance at all for network management • The possibility to set up a network even in scenarios where the infrastructure is barely available (disaster scenarios, rural areas, least developed countries, etc.) Despite the enormous potential of SSNs, multihop communication between smartphones or similar devices (e.g., phablet, tablet) is still not an affirmed paradigm, and self-organized SSNs are a challenge [1] . Usually, network creation and management requires massive intervention from users who, however, prefer being agnostic about technological issues. This requirement constitutes a unique issue of SSNs compared to traditional self-organizing systems and generic multihop ad hoc networks. Hence, a framework able to limit human intervention, with the aim of making network management as spontaneous as possible, is mandatory for the success of the SSN paradigm.
In this work, we present and discuss results of a novel framework named STEM-Net [2] specifically adapted to SSNs, in order to provide two main enabling features for users' devices:
• Network self-configuration • Evolvability, that is, the capacity of continuously adapting to the needs of both users and networks Through STEM-Net, a smartphone can switch between different roles. It can produce/receive data, forward the traffic of other terminals through multihop communications, or provide access to global network resources to other terminals; but above all, it can autonomously assume the most suitable role without any user intervention.
The main contributions of the article are: • To specify advantages and issues of SSNs by identifying strategic scenarios and use cases on which SSNs can be utilized • To review the enabling technologies of SSNs by also pointing out limitations of existing software frameworks in terms of self-organizing deployments • To describe how the application of the STEM-Net framework can solve such issues by also presenting a proof-of-concept implementation on real smartphones
USE CASES AND SCENARIOS
In this section, we propose few communication scenarios (depicted in Fig. 1 ) well suited for SSNs to motivate the need for a new and flexible system architecture for network creation and management. Pervasive wireless Internet access: SSNs can be used to deploy fully pervasive and infrastructurefree Internet access by naturally extending the coverage of wide areas. This goal could easily be achieved because of the huge amount and density of smartphones located in the majority of daily environments. As a result, a pervasive sce-nario can be implemented by adding self-configuration capabilities to smartphones, making them able to cooperate with the aim of sharing access to global resources.
Emergency and post-disaster recovery: When natural catastrophes disrupt traditional network infrastructures, SSNs can help both survivals and rescue teams. The survivors, by using their mobile phones and the scarce communication resources still available, can share updates, post photos, and upload videos on social media sites. We are confident that in the long run, for emergency services, SSNs will complement the safety networks (prospectively based on Long Term Evolution, LTE) in place only for officials such as police and fire brigades.
Large crowd gathering places: When special events (e.g., concerts, trade fairs, Olympic games) involve huge numbers of people with risks of overloading the communication infrastructure, SSNs can be used to offload mobile data traffic from cellular networks. As an example, cooperative smartphones can wisely forward user's data hop by hop to the nearest Wi-Fi access point so that the amount of offloaded data can further increase.
ENABLING TECHNOLOGIES
In this section, we provide a quick review of existing hardware and software technologies that might support the implementation of SSNs on today's smartphones.
COMMUNICATION TECHNOLOGIES
Communication among smartphones can be supported by a plethora of short/medium range communication interfaces and technologies; in the following, we review the main features of existent or emerging wireless communication technologies available on today's smartphones, in order to discover the more suitable (if any) for the deployment of SSNs.
Bluetooth offers a short communication range and a rate that ranges from 1.2 Mb/s in the early releases (version 1.2) to a maximum of 24 Mb/s in the latest releases (version 4). Bluetooth requires a significant involvement by the user, since the interface should be activated, the recipient device should be discovered, and the content to be sent should be manually specified. The poor communication performance, the annoying procedures, and users' reluctance hindered the diffusion of Bluetooth-based SSNs.
Near field communication (NFC) technologies have been successfully proposed to support content sharing between smartphones. The very short communication range (on the order of a few centimeters) provides natural protection against malware diffusion. However, such strength is also a limitation, since the utilization of NFC-based SSNs is limited to a few specific scenarios such as delay-tolerant content sharing, in addition to the need to involve user supervision and management.
Recent smartphones are equipped with IEEE However, most existing mobile operating systems (MOSs) do not allow configuration of the Wi-Fi interface in ad hoc mode, unless breaking some safety procedures and creating a super-user account, which is quite far from being practical for common users. Hence, direct communication between smartphones is practically infeasible.
Wi-Fi Direct has recently been standardized to allow communication between enabled devices without any infrastructure. The devices activate a negotiation procedure at their first connection to determine which one shall act as an access point, while the other devices can connect to it by using, de facto, the Wi-Fi infrastructured mode. However, despite the benefits in terms of increased security compared to the ad hoc mode, Wi-Fi Direct causes an unfair workload distribution since the smartphones acting as access points will consume more resources. Furthermore, Wi-Fi Direct does not support multihop communication, and consequently, communications are limited to terminals within reciprocal communication range.
A further opportunity to support SSNs is given by LTE and also high-speed downlink/ uplink packet access (HSDPA/HSUPA). Even if these technologies are mainly conceived to provide the devices connectivity toward a network infrastructure, it is expected that LTE in Third Generation Partnership Project (3GPP) Release 12 will support device-to-device (D2D) communications mostly based on local, opportunistic, and single-hop data exchange.
In Table 1 , we briefly report the main characteristics of the wireless technologies discussed so far.
SOFTWARE SUPPORT
While the characteristics of communication at the lower layers (medium access control/physical, MAC/PHY) depend on the wireless technology in use, the network functionalities are provided by the Mobile Operating System (MOS). Two main functionalities are fundamental to implementing an SSN: the possibility of turning a smartphone into a network gateway and the routing capabilities. Nowadays, most MOSs (i.e., Android, IOS, Windows Phone) make "tethering" modules available, which enable a smartphone to provide mobile Internet connectivity through its short-range wireless interfaces (e.g., Wi-Fi, Bluetooth). However, the enabling/disabling of tethering modules must be performed manually by the user. Routing capabilities on Wi-Fi networks are not provided by most popular MOSs for security reasons, even if the network interface card (NIC) usually supports ad hoc communication. Existing software can be categorized into two approaches [3] : delay-tolerant network (DTN)-based [4] or mobile ad hoc network (MANET)-based [5, 6] . The first approach allows the problem of intermittent connectivity caused by end-user mobility to be faced, although it poses severe challenges in terms of performance and battery consumption [4] . The second approach relies on traditional routing protocols used over generic MANET; we cite experimental studies of multihop SSNs using Optimized Link State Routing (OLSR) [2] and Ad Hoc On-Demand Distance Vector (AODV) [5] protocols. Since most of the MOSs do not allow the interception of IP packets or modification of the routing tables at the kernel layer, these implementations run in user space [5] , thus introducing additional overhead 
CHALLENGES IN THE IMPLEMENTATION OF SSNS
From all the issues reported above, we argue that the main challenge to the implementation of SSNs is the lack of adequate software support for network creation and management. In this article we focus on three limitations of existing software architectures:
•No autonomous device configuration capabilities. In most of today's smartphones, configuration and setup of network functionalities must be carried out by users manually, like pairing operations with other devices/networks, network formation, and adjustment of transmitting parameters. This approach is not scalable and thus not suitable for scalable deployments (e.g., the pervasive access scenario) or dynamic environments (e.g., the emergency scenario).
•No cooperative network management capabilities. Although computation and communication capabilities of smartphones are continuously improving, their performance is still not comparable with that of dedicated network equipment. For instance, in [1] , the authors have compared the performance of a SO-HO Wi-Fi network router to a smartphone provided with mesh routing capabilities, and have found that in this latter case power consumption constitutes a severe concern, since lookup operations are highly demanding for the smartphone's CPU. Vice versa, energy efficiency of a single device can be improved when smartphones cooperate to share the effort of network management, by dynamically deciding which role to take (e.g., router/gateway) on the basis of their actual resources.
•No network self-organization capabilities. SSNs are intrinsically dynamic environments, due to the end users' mobility and the variable traffic loads produced by the mobile applications. Self-organizing principles are required to manage the network and guarantee continuity of service in the face of dynamic and unforeseen events. Moreover, in several scenarios (e.g., post-disaster recovery), the goal of the SSN becomes to maximize the operativeness of the network, considered as a single entity, rather than the performance of a single component. Achieving such distributed intelligence requires cooperation, autonomous sensing, and decision making capabilities, which of course cannot be managed in the case of human control.
STEM-NET: A FRAMEWORK TO SUPPORT THE IMPLEMENTATION OF SSNS
In this section we describe the STEM-Net framework, originally introduced in [2] for a Smart Cities environment, and we show how the STEM-Net paradigm can overcome the previous challenges becoming a viable and effective solution also in the SSN context. The logical architecture of a generic end-user smartphone is illustrated in Fig. 2 . We refer to the stemness property of a smartphone as the ability to perform a protocol reconfiguration achieved throughout the combination of built-in features and algorithmic solutions. From here It implements the adaptation decided by the CDB and it loads and executes evolution modules It decides the role of the stem-phone based on the information from the CM, the knowledge of the DBK and the policy requirements. 
on, we use the term Stem-Phone to indicate this novel family of software enhanced smartphones. We further note that in our view, Stem-Phones may be a limited fraction of the existing smartphones but can still provide useful services to neighboring legacy phones.
Each Stem-Phone participating in the SSN setup can play a given set of roles according to the network capabilities/functionalities supported by the specific device. The basic set of roles of each Stem-Phone include the ability to produce/receive data, forward the traffic of other terminals, and to act as a gateway providing access to global network resources to other terminals.
The set of roles played by each Stem-Phone can vary in accordance with its own built-in characteristics (i.e., hardware features or physical constraints). For example, the gateway role could require the simultaneous use of different communication technologies to connect other nodes (e.g., Wi-Fi Direct, Bluetooth) and access global network resources (e.g., LTE, HSDPA). In addition, a Stem-Phone could also play new roles that can be dynamically configured and "learned" from other Stem-Phones by relying on cooperation with them. This might be the case, for instance, of a Stem-Phone that upgrades its software, downloaded from its neighbors, in order to gain the ability to serve as an access point. Moreover, each role is mapped to a specific network configuration, and the possibility is foreseen that a Stem-Phone may change its configuration over time for self-optimization purposes. This might be the case, for instance, of a Stem-Phone configured as a Wi-Fi router that dynamically adjusts its transmitting power level based on measured interference conditions.
STEM-NET FOR SSNS: THE GATEWAY ELECTION CASE
In this section we show how the STEM-Net framework can usefully be applied to handle autonomous configuration tasks by focusing on a basic SSN issue: dynamic gateway election.
Let us consider a set of smartphones that cooperate to build an SSN. Without loss of generality, we suppose that multihop communication is supported by following the approach proposed in [1] . Wi-Fi cards are configured in ad hoc mode, and the OLSR protocol is deployed. Some of the smartphones should be elected to play the role of gateway, which consists in forwarding the packets coming from the SSN on the Wi-Fi interface toward the Internet backbone by using the 3G interface. This role requires the fulfillment of several requirements:
• Acting as a gateway implies high power consumption; therefore, the gateway should be chosen among those Stem-Phones with sufficient residual energy.
• The connection between the gateway and the cellular backbone should offer adequate throughput to sustain the traffic generated in the SSN.
• Since the throughput on Wi-Fi multihop communication roughly decreases with the number of hops, the gateway should be located in a central position with respect to the other terminals in the SSN.
• The Wi-Fi network near the gateway should be as uncongested as possible.
To address this problem, a simple but effective spontaneous gateway election procedure has been proposed in [7] . Since we only aim to show how this election procedure is functional to SSNs, we briefly summarize our strategy in the following by referring the reader to the work in [7] for further details. Once an SSN is created, a gateway is randomly selected; after this initialization phase, the gateway role is passed to the most suitable node by following a stimulusresponse model. Each node monitors the following parameters:
• Its own residual energy • The congestion level experienced at the WiFi interface • The average distance from other nodes in the SSN The gateway g also computes the congestion experienced at the cellular interface. All the monitored parameters are periodically exchanged between the nodes. The exact computation of the relevant parameters is given in Table 2 .
The node acting as gateway constantly evaluates its attitude to keep its role and quantifies it through a specific metric called the stimulus metric (SM) [7] ,
SM(g) = G(residual energy, congestion on cellular interface).
Here, G represents a suitable function, which is given in Table 2 . Periodically, the gateway in charge broadcasts its SM value by starting a gateway handover procedure; upon receiving an SM message, each Stem-Phone i evaluates its capability to take over the gateway role and summarizes it in a new metric called the threshold metric (TM), defined as follows [7] : Here, F is a suitable function, given in Table  2 . If the stimulus SM(g) perceived by a node i exceeds its threshold TM(i), node i assumes the role of gateway and announces its decision to the SSN.
We would like to remark here that the described gateway election procedure can easily be supported by the proposed Stem-Phone architecture (Fig. 2) ; in particular, the context manager estimates the most relevant parameters (RPs) (residual energy, congestion on Wi-Fi and cellular interfaces, average distance), the cooperation manager takes care of the RPs exchanges between smartphones, the knowledge database stores the RPs concerning both the smartphone itself and neighboring ones. The policy manager translates the user preferences such as his/her reluctance to share the residual charge and their acceptable performance. Finally, the control & decision brain computes the metrics SM(g) and TM(i), and makes decisions.
A PROOF-OF-CONCEPT IMPLEMENTATION
The effectiveness of gateway election has already been shown in [7] . Here, we are interested in providing some brief guidelines on the feasible implementation of the election process on commonly available smartphones. As a hardware platform we used a Samsung Galaxy S model, which can be considered representative of a wide range of user devices on the market.
On top of the hardware platforms we have developed a software suite, which implements the gateway election procedure described above. The software suite includes two classes of programs that implement:
• The basic communication functions • The components of the Stem-Phone architecture The basic communication over multihop paths is supported by using the OLSR daemon (www.olsr.org).
The components of the Stem-Phone architecture have been implemented as follows:
• The context manager consists of a series of self-developed scripts that also leverage some routines offered by the Android operating system. Specifically, Table 2 summarizes how RPs are computed.
• The cooperation manager has been developed by extending the OLSR protocol with two custom message types: -STEM HELLO MESSAGE to disseminate RPs computed by each Stem-Phone -STEM GATEWAY MESSAGE to start a gateway election procedure. 
average distance from neighbors of node i
The OLSR routing tables include the hop distance from other nodes in the SSN. D(i) is the average of those hop distances. 
Section B

Stimulus and threshold computation
• The knowledge database is implemented through a set of files in the ~/proc/Stem/ directory. Specifically, a file named /proc/Stem/context.local stores the information relevant to the node itself, while the file ~/proc/Stem/context.extra is filled with the information received by surrounding nodes.
• The control & decision brain functionalities have been supported by implementing a dedicated C program that, starting from the information stored in the knowledge database, computes and compares the stimulus and threshold according to the algorithm described earlier.
The realized prototypes have been tested in the deployment shown in Fig. 3 , where three Stem-Phones constitute a small SSN. One of the three phones (phone A) is unable to directly transmit data to the 3G network. This condition has been forced by instructing the Android OS to disable data communication through the 3G interface. Hence, phone A should forward its data to one of the other two phones (B or C) that instead have their 3G connection active. Data produced by phone A toward the Internet consists of a constant bit rate flow of 350 kb/s, generated using custom software.
To control the residual charge available to phones B and C, their batteries have been replaced with wooden ones, and the phones have been powered through a tunable power supplier. Commonly available phones estimate the state of charge (SOC) of their battery by probing the voltage provided by the latter. Thus, in our setup we forced the phones to change their estimation of the residual charge by varying the voltage value throughout a tunable power supply. In our test campaign the voltage provided to phone C was kept constant to 3.7 V to emulate a residual battery charge of about 50 percent of the nominal value; on the contrary, the voltage provided to phone B was varied in [3.2-4.2 V] to emulate the residual amount of charge shown in Fig. 4 .
Three different approaches to gateway election have been evaluated: • Phone B is manually selected. This approach is equivalent to tethering operation, which is the only solution commercially available today.
• OLSR is installed on all the phones. In particular, phones B and C are configured as potential gateways and the choice of which to select is left to the routing protocol. This case represents what can be obtained through the framework presented in [1] or using similar MANET-based approaches.
• The STEM-Net architecture is deployed on the phones through the software modules described earlier. Figure 4 reports the throughput achieved by phone A when varying the gateway selection method and the residual charge at phones B and C. The worst performance is achieved when the gateway is manually chosen. In this case, as soon as the residual charge at phone B approaches zero, the latter switches off its communication interfaces and stops forwarding data coming from phone A; hence, the communication is interrupted.
The performance improves when the choice of the gateway is carried out by using OLSR. In this case Phone B is selected as gateway as long as its available charge goes to zero. At this instant, the communication path is broken and OLSR looks for a new available gateway. After about 10 seconds Phone C is selected as new gateway. This behavior constitutes an improvement compared to the first case (manual selection) nonetheless it presents some drawbacks:
• It leads to an uneven power consumption between the available gateways • The search for a new gateway is started only after Phone B became inoperative and following this late reaction a service disruption of about (10s) is experienced • The owner of Phone B may be annoyed to have his/her phone inoperative due to the lack of charge In the STEM-Net framework the gateway election procedure is carried out also considering the residual charge, so the role of the gateway is always assumed by the node with the maximum residual charge. As soon as the residual charge of phone B falls below that of phone C, the role of gateway is passed from the former to the latter. Since the change of role is done while phone B is still operative, the handover procedures are much faster than in the OLSR case. Finally, the STEM-Net approach does not starve phone B; thus, it provides a better experience to the end user.
This simple experiment confirms the viability and effectiveness of the STEM-Net framework on commonly available devices and paves the way for additional experimentation for upcoming SSNs.
LESSONS LEARNED AND OPEN ISSUES
Based on the experimental results, we can conclude that STEM-Net represents a viable solution to face the challenges to SSN implementation introduced earlier. Indeed, cooperative network management policies can be implemented in a straightforward way through the concepts of roles and node mutation, while network adaptiveness and distributed self-organization capabilities can be achieved through the proper modeling of stimulus/threshold functions, which are intrinsically scenario-dependent. However, several practical issues regarding autonomous device configuration capabilities have emerged from the testbed implementation, based on which we can argue that a completely user-agnostic SSN deployment model might not be 100 percent feasible on today's smartphones. Skipping the technical details, most of such issues derive by the poor support provided by the MOS at the application programming interface level, so several low-level network functionalities (e.g., multihop routing) cannot be implemented without breaking some safety mechanisms of the original software equipment, which is clearly not a solution.
Finally, we conclude the article by highlighting the existence of additional open issues that need to be addressed for practical deployment of SSNs. Security is a major concern while designing and developing spontaneous network based on mobile devices [8] . A secure self-configured protocol is required for user authentication, validation, and data transfer. Moreover, novel and robust reputation mechanisms are required to identify user misbehavior within different communities [9] . Connected to the security issues, novel cooperation models and utility functions have to be designed to encourage users to share their resources with the certainty of obtaining future benefits [10] . In this context, smart mechanisms based on local pricing strategies could be used to control and prevent network congestion by prolonging the overall lifetime of the SSN, considered again as a single entity. We plan to address these open issues in future work.
CONCLUSION
In this article we have investigated the potential of smartphone spontaneous networks by analyzing the main issues and challenges from the perspective of minimizing users' involvement in network setup and maintenance. We believe that the implementation of an actual network spontaneity model, based on software intelligence local at each smartphone, could favor the diffusion of SSNs. To this purpose, we have introduced the STEM-Net framework, and presented results of a small-scale testbed in which gateway nodes are dynamically selected.
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